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INTEGRATIVE CASE SEATTLE PAPER PRODUCTS
Seattle Paper Products (SPP) is modifying its sales department payroll sysiem to
change the way it calculates sales commissions. Under the old system, commissions
were a fixed percentage of dollar sales. The new system is considerably more complex,
with commission rates yarying according to the product sold and the total dollar
volume of sales.

Jason Scott was assigned to use audit software to write a parallel simulation test
program to calculate sales commissions and compare them with those generated by the
new system. Jason obtained the necessary payroll system documentation and the
details on the new sales commission policy and prepared his program. 

1
Jason used the sales transaction data from the last payroll period to run his pro-

gram. To his surprise, his calculations were 95,000 less than those produced by Sppt
new program. Individual differences existed for about half of the company,s salespeo-

ple. Jason double-checked his program code but could not locate any errors. He
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selected a salesperson with a discrepancy and calculated the commission by hand. The

result agreed-with his program. He reviewed the new commission policy with the sales

mana8et line by line, and concluded that he understood the new policy completely.

Jason is now convinced that his program is correct and that the error lies with SPP's

new program. He is now asking himself the following questions:

I. How could a programming error of this significance be overlooked by experi-

enced programmers who thoroughly reviewed and tested the new system?

2. Is this an inadvertent error, or could it be a fraud?

3. What-qpn be done to find the error in the program?

lntroduction

This chapter focuses on auditing an accounting information system (AIS). Audiring is the sys-

tematic process of obtaining and evaluating evidence regarding assertions about economic

actions and events in order to determine how well they correspond with established criteria. The

results ofthe audit arc then cammunicated to interested users. Auditing requires carctul planning

and the collection, review, and documentation of audit evidence. In developing recommenda-

tions, the auditor uses established c teria, such as the pdnciples of control described in previous

chapte$, as a basis for evaluation.
Many organizations in the United States employ internal auditors to evaluate company oper-

ations. Govemments employ auditon to evaluate management performalce and compliance with
legislative intent. The Deparlment of Defense employs auditors to review the linancial records of
companies with defense contracts. Publicly held companies hire external auditors to provide an

independent rcview of their financial statements.

This chapter is written from the perspective of an intemal a\ditoL Intennl auditing is an

independent, objective assurance and consulting activity designed to add value and improve

organizational effectiveness and efficiency, including assisting in the design and implementation

of an AIS. Internal auditing helps an organization accomplish its objectives by bdnging a sys-

tematic, disciplined approach to evaluate and improve the effectiveness of risk management,

cootrol, and governance processes.

There are several different types of intemal audits:

1. A finsncial audi, examines the reliability and integrity of financial transactions, account-

ing records, and hnancial statements.

323



,24 PART ll . CONTROL AND AUDIT OF ACCOUNTTNG TNFORMATTON sysTEMS

2. An information systems, or internal conlrol, audit reviews the con6ols of an AIS to
assess its compliance wilh inlemal control poiicies and procedures and its effectiveness in
safeguarding iisets. The audits usually evaiuate system input and output; processing cor-
trols; backup and recoyery plans; system : ard computer facilities.

3. AD operational audit is concemed with ihe and efncient use of resources antl
the accomplishment of esiablished goals and

4. A compliance audit determines whether are complying with applicable laws, regu-
lations, policies, and procedures. These audits result in recommendations to improvf
processes and controls used to ensure with regulations.

5. A\ investigative audfi examines incidents of fraud, misappropriation of assets,
waste and abuse, or improper govemmental

In contrast, extemal auditorc are responsible to corporate shareholde$ and are mostly con-
cerned with gathering the evidence needed to express an opinion on the financial statements.
They are only indirectly concemed with the effectiveness of a corporate AIS. Howeyel, extemal
auditors are required to evaluate how audit stategy is affected by an organization,s use of infor-
mation technology (IT). Extemal auditors may need specialized skills to (l) determine,how the
audit will be affected by Il (2) assess and evaluate IT conftols, and (3) design and perform both
tests of IT controls and substantive tests.

Despite the distinction between intemal and extemal auditing, many of the internal audit
concepts and techniques discussed in this chapter also apply to external audits.

The first section of this chapter provides an overview of auditing and the steps in the audit-
ing process. The second section descdbes a methodology and set of techniques for evaluating
intemal contols in an AIS and conducting an information system audit. The third section dis-
cusses the comput software and other techniques for evaluating the reliability and integrity of
information in an AIS. Finally, operational audits of an AIS are reviewed.

\-

The Nature of Auditing

Overview of the Audit Process
All audits follow a similar sequence of activities. Audits may be divided into four stages: plan-
ning, collecting evidence, evaluating evidence, and communicating audit results. Figure l-1-1 is
an overview of the auditing process and lists many of the procedures performed within each ol

..:these stages.

AUDIT PLANNING Audit planning determines why, how, when, and by whom ttrd*auait witt Ue
performed. The first step is to establish the audit's scope and objectives. For example, an audit of
a publicly held corporation determines whether its financial statements are presented fairly. In
contmst, an intemal audit may examine a specific department or a computer application. It may
focus on intemal controls, financial information, operating performance, or some combination of
the three.

An audit team with the necessary experience and expertise is formed. They become familiar
with the auditee by conferring with supervisory and operating personnel, reviewing system doc-
umentation, and reyiewing prior audit findings.

An audit is planned so the greatest amount of audit work focuses on the areas with the high-
est risk factors. There are three types of audit dsk:

l. Inherent risk is the susceptibility to material risk in the absence of contols. For example,
a system that employs online processing, networks, databases, telecommunications, and -

other forms of advanced technology has more inherent risk than a batch processing systein.
2. Control risk is the risk that a material misstatement \rill get through the intemal contol

structure and into the financial statements. A company with weak internal controls has a
higher control risk than one with strong controls. Control risk can be determined by
reviewing the conhol enyironment, testing intemal controls, and considering co[trol weak-
nesses identifred in prior audits and evaluating how they have been rectifred.
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FIGURE 11.1
Overview of the
,Auditing Process

3. Detection risk is the risk that auditors and thet audit prccedures will fail to detect a mate-

rial eror or misstatement.

To conclude the planning stage, an audit prognm is prepared to show the naturc, extent, and

timing of the procedures needed to achieve audit objectives and minimize audit dsks. A time

budget is Fepared, and staff members are assigned to perform specific audit stePs.

cottEcioN oF AUDIT EVIDENCE Most audit effort is spent collecting evidence. Because many

audit tests ca[not be performed on all items under review, they are often performed on a sample

basis. The following are the most common ways to collect audit evidence:

a Observ(ttion of the activities being audited (e.g., watching how data control pe$onnel han-

dle data processing work as it is received)
o Review of documentation to l]Ildelstand how a particular process or internal control system

is supposed to function
o Discussions witb employees about theirjobs and about how they carry out certain

procedures
a Questionnaires Lhat gather dala
o Physical examinarion of the quantity and/or condition of tangible assets, such as equipment

and inventory
a Conrtrlnation of lhe accuracy of infolmation, such as customer account balances, through

conmunication with independent third parties

a Reperform1nce of calculations to verify quantitative information (e.9., recalculating the

annual depreciation expense)
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- Voaching for the validity of a tuansaction by examining supporting documents, such as the
purchase order, receiving report, and vendor invoice supporting an accounts payable trans-
action

o Analytical review of rglationships and trends among information to detect items that should
be further investigated. For example, an auditQr for a chain store discovered that one store's
ratio of accounts receivable to sales was too hibh. An investigation revealed that the man-
ager was divening collected funds to her persdnal use.

A typical audit has a mix of audit procedures. For example, an intemal contxol audit makes
greater use of obsewation, documentation review, employee interviews, and reperformance of
control procedurcs. A financial audit focuses on physical examination, confrmation, vouching,
analytical review, and reperformance of account balance calculations.

EVALUATION OF AUDIT EVIDENCE The auditor evaluates the evidence gathered and decides
whether it supports a favorable or unfavorable conclusion. If inconclusive, the auditor performs
sufficient additional procedures to reach a definitive conclusion.

Because errors exist in most systems, auditors focus on detecting and reporting those that
significandy impact management's interpretation ofthe audit findings. Determining materiality,
what is and is not important in an audit, is a matter of professional judgment. Materiality is more
important to extemal audits, where the emphasis is fairness of financial statement, than to inter-
nal audits, where the focus is on adherence to management policies.

The auditor seeks reasoneble assurance that no material error exists in the information or
process audited. Because it is prohibitively expensive to seek complete assurance, the auditor has
some risk that the audit conclusion is incorIect. When inherent or control fisk is high, the auditor
must obtain greater assurance to offset the greater uncertainty and dsks.

In all audit stages, findings and conclusions are documented in audit working papers.
Documentation is especially important at the evaluation stage, when conclusions must be
reached and supponed. i.
COMMUN:CATION OF AUDIT RESULTS The auditor submits a wdtten report summar.izing audit
findings and recommendations to management, the audit committee, the board of directom, and
other approp ate pafiies. Afterwards, auditors often do a follow-up study to ascertain whether
rccommendations were implemented.

The Risk-Based Audit Approach
The following internal control evaluation approach, called the
provides a framework for conducting information system audits:

risk.based audit approaitr,

l. Determine the threats (fraud and errors) facing the company. This is a:list of the acci-
dental or intentional abuse and damage to which the system is exposed.

2. Identify the control procedures thst prevmt, detect, br cofiect the thredts. T'bese arc
all the controls that management has put into place and that auditors should review and
test, to minimize the threats-

3. Evaluate control procedures. Controls are evaluated two ways:
a. A slstems review detemines whethq control procedues are actually in place.
b. Tbsts ol controls arc conducted to determine whether existing contuols work as

intended.
4. Evaluate control weaknesses to determine their effect on the nature, timing, or extent

of auditing procedures. If the auditor determines that contuol risk is too high because the
control system is inadequate, the auditor may have to gather more evidence, better eyi-
dence, or more timely evidence. Control weaknesses in one area may be acceptable if there
are compensating confrols in other areas. i
The risk-based approach provides auditors with a clearer understanding of the fraud and

errors that can occur and the related risks and exposures, It also helps them plan how to test and
evaluate intemal controls, as well as how to plan subsequent audit procedures. The result is a

sound basis for developing recommeodations to management on how the AIS cCrtrol system
should be improved.
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general and specific authorization.

3. Program modifications have management's authorization and approval'

4. Proiessing ofnansactions, files, reports, and other computer rccords is accuate and complete'

5. Source data that are inaccurate or imprcPerly authorized are identified and handled

according to prescribed managerial policies.

6. Computer data f,les are accuate, complete, and confidential.

, Figure 11-2 depicts the relationship among these six objectives and information systems

"o-po-r"rt.. 
Each of these objcctives is discussed in detail in the following sections. Each

desciiption fiLlucles an audit plan to accomplish each objective, as well as the techniques and

procedEes to carry out the Plan.

bUiective 1: Overall Security
Table 1l-1 uses the risk-based approach to present a framework for auditing overall computer

security. It shows that overall system security threats include accidental or intentional damage to

syste#assets; unauthorized access, disclosurc, ol modification of data and progams; theft; and

interruption of crucial business activities'

Oblective 1: Overoll inlormolion syslem securily
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IABLE '11-1 Framework for Audit of Overall Computer Security

Types of Errors and Fraud
a Theft of or accidental or :ntional dama8e to hardwarc 

l

access to programs, data, and other system reiourceso Loss, theft, or
O l,oss, theft, or
a Unauthorized

disclosure of confidential data

use of programs and data files
a Interruption of crucial

Control Procedures

Inlormadon plan

Limiting of physical access to computet equipment

Limiting of logical access to system using authentication and authorization contols

Data storage and ftansmission contlols

Virus protection procedures

File backup and recovery prccedurcs

Fault-tolerant systems design

Disaster recovery plan

heventive maintenance

o Firewalls
a Casualty and business intemption insumnce

Audit Procedures: System Review

a Inspect computer sites

a Review the infomation secu tylprotection at]d disaster recovery plans

a Interview informatiofl system personnel about security Prccedurcs
a Review physical and logical access policies and procedures

a Review frle backup and recovery policies and procedures

a Review data storage and tlaDsmission policies and procedures

a Review prccedures employed to minimize system downtime

a Review vendor maintenance conftacts

a Examine system access logs

a Examine casualty and business interruption insuralrce policies

Audit Procedures: Tests of Controls

a Obseffe and test computer-site access ptocedures

a ObseNe the preparation of and off-site storage of backup files
a Test assignment and modification procedures for user IDs and passwords

a lnvesligale how unaulhorized access allempts are dealt wi$
a Verify the exteDt arld effectiveness of data encryption

a Verify the effective use of data fansmission controls

a Verify the effective use of fircwalls and virus protection prccedures

a Verily the use of preventive maintenance and an unintemrptible power supply

a Verify amounts and limitations on insurance covemge

a Examine the results of disaster recovery plan test simulations

Compensating Controls
o Sound personnel policies, including segregation ofincompatible duties

a Effective user controls

Control procedures to minimize these threats include developing an information
security/protection plan, restricting physical and logical access, encrypting data, protecting

againsi viruses, impiementing firewalls, instituting data transmission contJols, and preventfhg

and recovering from system failures or disasters.

Systems review procedures include inspecting computer sites; interviewing personnel;

reviewing policies and procedures; and examining access logs, insurance policies, and the disas-

ter recovery plan. I
Auditors test s€curity controls by observing procedures, verifying that controls arc in place

and work as intended, investigating errors or problems to ensure they were handled correcdy, and

activities

a
a
a
a
a
a
a
a
a
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"*u*ioirg -y t"ar, previously performed. For example, one way to test logical access controls
is to tuy to Ureak into a system. During a U.S. government security audit, auditors used agency
terminals to gain unauthorized access to its computer system, disable its security-checking pro-
cedurcs, and control the system ftom the terminal. The security breakdown was possible because
of poor administrative contlols and inadfquare security softwa.re,

! Sound personnel policies and effect{ve segregation of incompatible duties can partially com-
pensate for poor computer security. GooF user controls will also help, provided that user persol-
nel can recognize unusual system outptit. Because it is unlikely these controls can compensate
indefinitely for poor computer security, auditors should strongly recommend that security weak-
lesses be corrected,

Objective 2: Program Development and Acquisition
The auditor's role in systems development should be limited to an independent review of systems
development actiyities. To maintain objectivity, auditors should not help develop the system.

Two things can go wrong in program development: (1) imdvertent programming errors due
to misunderstanding system specihcations or careless programming and (2) unauthorized
instructions deliberately inserted into the progmms.

These problems can be controlled by requiring management and user authorization and
approval, thorough testing, and proper documentation.

During Sysiems review, audtors should discuss development procedures with management,
systeit-trsers, and information system perconnel. They should also review the policies, proce-

4]rle11t1dards, and documentation listed in Table 1i-2.

fABLE 11.2 Framework for Audit of Program Development

Types of Errors and Fraud

a Inadvertent progranming erors ot unauthodzed program code

Control Procequres

a Review of sollware license agreements

a Management authorization for progmm development and software acquisition
a Management and user approval of programming specifications
a Thorough testing of new programs, including user acc€ptance tests
O Complete systems documentation, including approvals

Audit Procedures: System Review

a Independent review of the systems development prccess
a Review of systems development/acquisition policies and prccedures
a Review of systems authorization and approval policies and procedures
O Review of programming evaluation standards
a Review of program and system documentation standards
a Review of test specifications, test data, and test results
a Review of test appoval policies and procedures
a Review of acquisition of copydght license agreement policies and procedures
a Discussions with management, useN, and information system personnel regarding

development procedurcs

Audit Procedures: Tests of Controls
a Interview userc about their systems acquisitior/development and implementation involvement
a Review minutes of development team meetings for evidence of involvement
a Vedfy management and user sign-off approvals at development milestone points
a Review test specifications, test data, and systems test results
a Review software license agreemenls

Compensating Controls
O Strong processing controls
a Independent processing of test data by auditor

329



330 PART ll . CONTROL AND AUDIT OF ACCOUNTTNG TNFORMATTON SYSTEMS

Types of Errors and Fraud
a Inadvertent prograriming erors or unauthodzed program code

Control Procedures

a List program components to be modifled
a MarEgement authorization and apprcval of prcgram modifications
a User approval of program change specifications
a Thorcugh test of prcgram changes, including uset acceptance tests
a Complete program change documentation, including approvals \
a Separate developmelt, test, and production ve$io1N of progmms
O Changes implemented by personnel independent of use$ and programmeE
O Logical access controls

Audit Procedures: System Review
O Review program modification policies, standards, and procedures
a Review documerfation standards for program modilicatio[
O Review final documentation of program modifications
I Review program modification testing and test approval procedure
a Review test specifications, test data, and test tesults
a Review test approyal policies and procedures
O Review programming evaluation standards
a Discuss modification policies and procedures witl management, use$, and systems personnel
O Review logical access contxol policies and procedures

Audit Procedures: Tests of Controls
O Verify user and maaagement signoff apprcval for program changes
a Verily tlat program components to be modified are identified and listed
a Vedfy that program change test prccedures and documentation comply with standads
O Verify that logical access conhols arc in effect for program chatrges
O Observe program change implementation
a Verify that separate development, test, and production ve6ions arc maintained
a Verify that changes arc not implemented by user or programming personnel
O Test for unauthorized or eEoneous prograrn changes using a source code comparison proglam, -

reprocessing, and parallel sinulation

Compensating Controls
a Independent audit tests for unauthodzed or efioneous progrrm changes
a Strong processing controls ,

' To test systems development conhols, auditors should interview managers and system usen,
examine development approyals, and review development team meedng minutes. The auditor
should review all documentar.ion rerating to the resting process to make sure all progam changes
were tested. The auditor should examine the test specifications and the test data ard eyaluate the
rest results. Auditors should ascertpin how unexpected lest result problems were resolved.

Strong processing contols m4y compensate for inadequate divelopment controls if auditors
obtain persuasive evidence of cor]npliance with processing controls, using techniques such as
independent test data processing. If this evidence is not obtained, auditors may have to conclude
that a material intemal control weakness exists and that the risk of significant threats in applica-
tion programs is unacceptably high.

Obiective 3: Program Modification
Table 11-3 presents a framework for auditing changes to application programs and system soft_
ware. The same threats that occur during program development occur during program modifica_
tion. For example, a programmer assigned to modify his company,s payroll system inserted a
command to erase all company files if he was terminated. When he was fired, the syster4 crashed
and erased key files.

TABLE 't r-3 Framework for Audit of program Modif ications

I

I
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When a program change is submitted for approval' a list of-all required updates should be

compiled and afproved by management and program users' All program changes should be

t".i"a ura documented. Du ng the change proceis, the developmental program must be kept

;;#;;;;r"dr"li", ti"i", Afier ibe modified program is approYed' the production

vercion renlaces the develoDmental verslon'"' ;;;;; ;; ,""i.[u, uoaito.t should discuss the change process with management and

',*t i"tt.i#rl ii. ,"ii.llt, ,.."4'*t, and standards for approving' modifying' testing' and

a""rrl""tfr" ,rt..rrin*.J rl*ta be examined' AIt final documen$don malerials for program

;;;il,j;:,;;ir;,".', p1ro..aut.. and results' should be reviewed rhe procedures used to

..ro:?, fogi.A acclss to the developmental program should be reviqwed'- 
an iilportunt part of tests otiontrols is io verify that program changes were identified'

1is;; ;;;;, ."r,"d, *d documented. The auditor should vedff that separate development

and production programs are marntained and that changes are implemented by someone

ina"i"ra"nt of tf," us=er and programming functions The development program's access conkol

iaUte is revieweA to verify that only authorized users had access to the system'

Auditors should test progmms on a surprise basis to guard against an employee inselting

unur,f,orir"j progrum changJs after the audii is completed and remoYing them prior to the next

audit. There are tiree ways auditors test for unauthorized program changes:

1. After tesin! a new program; auditors keep a copy of its source code' Auditors use a
-' 't;"ri 

,iZ i.p")iri, p,og,o^ to 
"ompare 

thi current version of the program with the

-. source code. If no changes were authorized, the two versions should be identical; any dif-

iefentes shtiutd be investigatecl. If the difference is an authorized change' auditors exam-

in" progru- 
"hung" 

specifications to ensurc that the changes were authorized and cor-

rectly incorporated.
2.lnthe repricessingtechnique, auditors reprocess data using the source code and compare

if," outpo, *itt ti,e" co-pany's output Discrepancies in theoutput are investigated'

z. lo liiiurt ti*"torion, ;he ;udito; wdtes a piogram instead of using the source code'

comDares the outputs, and nvestigates any differences Paratlel simulation can be used to

;;;;;;."\ ;;;;g the implemlntationprocess' For example' Jason used this technique

to tesia portion of SPP's new sales department payroll system'

For each major program change, auditors observe testing^and implementation' review

authorizations uni d*uri"ntr, and ierform independent tests lf this step is skiPped and pro-

*."- "i"rg" ""t""ls 
subsequently prove to be inadequate' it may not be possible to rely on

program outputs.
'- -?paog.u- 

"hunge 
controls are deficient, a compensating control-is source code comparison'

,"pro"Jffi, or parilel simulation performed by t-he auditor Solnd processing controls' inde-

p"'rJ"r,fy ,!.,"a uy the auditor, can partially compensate for such,deficiencies However' if the

deficiencies are caused by inadequate restrictioni on program file access' the auditor should

,t"r*fy ."""*rn*O actions to stringthen the oryanization's logical access contols'

Objective 4: Computer Processing

Table 11-4 provides a framework for auditing the processing of transactions' files' and related

computer records to update files and databases and to generate reports'

buring computer processing, the system may fail to detect erroneous input' imprope y cor-

rect input erors, process enoneoo" input, or impioperly distribute ordisclose output' Table 11-4

,i,o*r',ft" 
"onuoip-cedures 

to detect and prevint these threats cnd the systems review andlests

oi 
"ont 

ols ured to ,ndemtand the controls, evaluate their adequacy, and test whether they func-

tion properly.
iuaitois p"rioaically reevaluate processing controls to ensure their continued reliability' If

trr"y or" uoruiisf*tory, user and source data cintrols may be strong enough to compensate lf
noi, u *ot".lut weaknlss exists, and steps should be taken to eliminatE the control deficiencies'
---'' 

S"r"ral specialized techniques are used to test processing contuols' each of which has its

own advantages and disadvantages. No technique is effective for all circumstances: all are more

appropriate in some situations unJ i"" 
'o 

in others Auclitors should not disclose which tech-

,iqu"ih"y rr", b".u,rse doing so may lessen their effectiveness' Each of these procedures is now

explained.
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' TABLE 11-4 Framework for Audit of Computer processing Controls

Types of Errors and Fraud
a
o
a
a
o

incorrect. incomplete. or unaurhorized inpuldata
ly conect enors flagged by dala ediring protedures

Failure to
Failure to
Inhoduction errors inro files or databases during updatng
Improper or disclosure of computer output
Intentional or inaccuracies in repoding

Control

Data editing

Proper use of intemal and extemal file labels

Reconciliation of batch totals

Effective ellor corection procedures

Understandable operating documentation and run manuals
Competent supervision of computer opetations

Effective handling of data input and output by data conrol personnel ,

Preparation of file change listings and summaries for user department review
Maintenance of proper environmental conditions in computer facility

Audit Procedures: System Review
a Review administrative documentation for prccessing conkol standards
a Review systems documentation for data editing and other processing controls
a Review operating documentation for completeness and clarity
O Review copies of error listings, batch total reports, and file change lists
a Observe computer operations and data control functions
o Discuss processing and output controls with operatoG and information system supervisors

Audit Procedures: Tests of Controls
a Evaluate adequacy of processing control standards and procedurca \
a Evaluate adequacy and completeness of data editing contols
o Verify adherence to processing control procedures by observing computer and daia control operations
O Verify that application system output is properly distributed
a Reconcile a sample ofbatch totals; follow up on discrepancies
I Trace a sample of data edit rcutines errors to ensure proper handling
a Verify processing accuracy of sensitive transactions
a Verily prccessing accuracy of computer-generated transactions
o Search for erroneous or unauthorized code via analysis of program logic
.Checkaccuracyandcompletenessofprocessingcontrolsusi!gtestdata
a Monitor online Focessing systems using concuarent audit techniques
a Recreate selected reports to test for accuracy and completeness

Compensating Controls

a Stong user contols and effective controls of source data

PROCESSING rEST DATA One way to test a program is to process a hypothetical set of yalid and
invalid transactions. The program should process all valid transactions correctly and reject all
invalid ones. Al1 logic paths should be checked by one or more test tansactions. Invalid data
include records with missing data, fields containing unreasonably large amounts, invalid account
numbers or processing codes, nonnumeric data in numeric fields, and records out of sequence.

The following resources are helpful when preparing test data:

a A list ofactual ransactions
a The test hansactions the company used to test the program i
a A test ddta generalor, which prepares test data based on program specifications

In a batch processing system, the company's program and a copy ofrelevant files are used to
process the test data. Results are compared with the predetermined correct outpuq discrepancies
indicate processing erors or control deficiencies to be investigated.

a
a
a
a
a
a
a
a
a
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In an online svstem, auditois enter test data and then observe and log the system's response'

If the systefn u...ita arron.ora test tansactions, the auditor reverses the effects of the tansac-

tions, inv€stigates the problem, and recommends that the deficiency be corected'

Processing test fansactiols has two disadyantages. Fi$t, the auditor must spend consider-

able time understanding rhe system and preparing the test tralsactions. second, the auditol must

erilure that test data db not affect company files and databases. The auditor can reverse the

effects of the test tranrrbtiont ot ptocess the tansactions in a separate run using a copy of the file

or database. However, a separate run removes some of the authenticity obtained from processing

test data with regular tuansactions. Because the reversal procedures may reveal the existence and

nature of the auditor's test to key personnel, it can be less effective than a concealed !est'

coNcURRENT AUDIT TECHNIQUES Because transactions can be processed in an online

system without leaving an audit hail, evidence gathered after data is plocessed is insuffrcient

for audit purposes. In addition, because many online systems process tuansactions

continuousiy, it is difficult to stop the system to pedorm audit tests. Thus, auditors use

concurrent audit techniques to continually monitor the system and collect audit evidence

while live data are processed during regular operating hours. concu[ent audit techniques

$e embedded audit modules, which Ne program code segments that perform audit functions,

report test results, and store the evidence collected for auditol IeYiew. concurrent audit

teihniques'&e time-consumiqg and difficult to use but are less so if incorporated when

prograrns are developed.

.. Auditors commonly use five concurrent audit techniques.

1. At integrated test facilit! (ITF) ircefis ficritious records tlat represent a fictitious division,

department, customer, or supplier in company master files. Processing test transactions to

update them will not affect actual records. Because fictitious and actual recolds are processed

together, company employees are unawate of the testing. The system distinguishes ITF

records from actual records, collects information on the test fiansactions, and reports the

rcsults. The auditor compares processed data with expected results to veritr that the system

and its contlols operate corectly. In a batch processing system, the ITF eliminates the need to

revene test lransactions. ITF effectively tests online processing systems, because test transac-

tions can be submitted ftequently, processed with actual transactions, and traced through

every processing stage without disrupting regular processing opemtions- The auditor must

take care not to combine dummy and actual records during the reporting process'

2. lD the snapshot technique, selected tansactions are marked with a special code Audit

modules ricord these transactions and their master file records before and after processing

and store the data in a special file. The auditor reYiews the data to vedfy that all processing

steps were properly executed.

l. Syitem control audit review Jile (SCARF) uses embedded audit modules to continuously

monitor transaction actiYity, collect data on tansactions with special audit significance,

aad store it in a scARF file or audit log. Transactions recorded include those exceeding a

spscified dollar limit, involving inactive accounts, deviating from company policy, or con-

taining write-downs of asset values. Periodically, the auditor examines the audit log to

identify and investigate questionable transactions.

4. Audit hooks are audit routines that notify auditors of questionable transactions, often as

they occur. State Farm's use of audit hooks, including how the company detected a major

fraud, is explained in Focus 11-1.

5. Continuous anil intermittent simulaL:ion (ClS) embeds an audit module in a database

management system (DBMS) that examines all transactions that update the database using

criteria similar to those of scARF. If a transaction has special audit significance, the cIS

module independently Processes the data (in a manner similar to parallel simulation),

records the results, and compares them with those obtained by the DBMS. When disffep-

ancies exist, they are stored il an audit log for subsequent inYestigation' If the discrepan-

cies are serious, the CIS may prevent the DBMS from executing the update'

ANALYSIS OF PROGRAM I-OGIC If auditors suspecr that a program contains unauthorized code

or serious errors, a detaited analysis of program logic may be necessary. This is time-consuming

and requires proficiency in the appropriate programming language, so it should he used a's a last
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The State Farm Life lnsurance Company computer
a host computer in Bloomington, lllinois. and smaller com-
puters in regional offices. The system processes more than
30 million transadigns per year for over 4 million individual
policies worth more than $7 billion.

This online, real-time system updates files and databases
as transactions occur. Paper audit trails have virtually van-
ished, and documents supporting changes to policyholder
records have been eliminated or are held only a 5hort time
before disposition.

Because anyone with access and a working knowledge of
the system could commit fraud, the internal audit staff was
asked to identify all the ways fraud was possible. They brain-
stormed ways to defraud the system and interviewed system
users, who provided extremely valuable insights.

Auditors implemented 33 embedded audit hooks to mon-
itor 42 different types of transactions. One audit hook

monitors unusual transactions in transfer accounts, whi(h are
ctearing accounts for temporarily holding funds that are to
be credited to multiple accounts.

The audit hooks have been very successful. one employee
fraudulently processed a loan on her brother's life insurance
poliry, forged her brothert signature, and cashed the check.
To conceal the fraud, she had to repay the loan before the
annual status report was sent to her brother, She used a

series of fiditious transactions involving a transfer account.
The fraud was uncovered almost immediately when the
transfer account audit hook recognized the first of the5e,fic-
titious transadions and notified the auditor. Within a month
of the notification, the case had been investigated and the
employee terminated,

Source: Linda Marie Leinicke, W. Max Rexroad, and John D. Ward,
"Computer Fraud Auditinq: lt Works," lnterna, Auditor (Auqust 1990).

resort. Auditors analyze development, operating, and program documentation as well as a
p ntout ofthe source code. They also use the following software packages:

a Automated flowcharting programs irl.erpret source code and generate a proAnm flowchart.
a Automated decision table programs interpret source code and generate a decision table.
a Scanning routines search a program for all occurrences of specified items.
a Mdpping programs identify unexecuted program code. This software could have uncov-

ered the program code that an unscrupulous programmer inserted to erase all computer
llles when he was lerminaled.

a Program tracing sequentially prints all program steps executed when a prcgmm runs,

intermingled with regular output so the sequence of program execution events can be -
observed. Program traci[g helps detect unauthorized program instructions, inconect logic -
paths, and unexecuted program code. *,:

Objective 5: Source Data
An input controls malri.x is used to document the review of source data contrcls. The matdx in
Figure 11-3 shows the contol procedures applied to each input record field.

The data conhol function should be independent of other functions, maintain a data control
1og, handle enors, and ensure the overull efiiciency of operations. It is usually not economically
feasible for small businesses to have an independent data contol function. To compensate, user
department contlols must be stronger with respect to data preparation, batch control totals, edit
programs, restdctions on physical and logical access, and error-handling procedures. These pro-
cedures should be the focus ofthe auditor's systems review and tests ofconhols when there is no

independent data control function.
Although source data conhols may not change often, how st ctly they are applied may

change, and auditors should regularly test them. The auditor tests the system by evaluating
soulce data samples for proper authorization, reconciling batch controls, and evaluating whether
data edit errors were resolved and resubmitted for processing. :

If source data controls are inadequate, user department and data processing controls may
compensate. If not, auditors should recommend that source data control deficiencies be co[ected.

Table l1-5 shows the internal controls that prevent, detect, and correct inaccurate or unau-
thorized source data. It also shows the system review and tests of control procedurys auditors
use. I[ an online system, the source data entry and processing functions are one operation.
Therefore, source data contxols are integrated with processing controls in Table l1-4.
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FIGURE 11-3
lnput Controls Matrix

Obiective 6: Data Files

The sixth objechve concems the accuracy, integrity, and security of data stored on machine-read-

able files. T;ble 11-6 summarizes the erors, conhols, and audit procedures for this objective. If
file controls are seriously deficient, especially with rcspect to physical or logical access or to

backup and recovery procedures, the auditor should recommend they be rectified'

TABLE 11-5 Framework for Audit of source Data controls

Types of Errors and Fraud

a Inaccumte or unauthorized source data

Control Procedures

o Effective handling of source data input by data control personnel

a User authorization of source data input
o Preparation and reconciliation of batch control totals

o Logging the receipt, movement, and disposition of source data input

a Check digit verification
o Key verifcation
a Use of tumaround documents

a Data editing routines

a User department review of file change listings and summaries

a Effective procedues for correcting and rcsubmitting erroneous data

Audit Procedures: System Review

a Review documentatiol about data control function responsibilities

I Review administrative documentation for source data co[trol standards

a Review authorization methods and examine authorization.signatures

O Review documentation to identify processing steps and source data content alld controls

a Documelt source data controls usitrg an input control matrix

a Discuss souce data con&ols with data contol personlel, system users, and managers

(Continue
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TABLE 11-5 Continued

Audit Procedures: Tests of Controls

a Observe and evaluate data control depanment operations aDd control procedures

a Vedfy goper maintenalce and use of dat{ control log
a Evaluate how efior log items are dealr with
a Examine source data for proper authorization
a Reconcile barch totals and lollow up on dilcrepancies
a Trace disposirion of errors flagged by dar4 edit rouUnes

Compensating Controls I

a Strong user and data processing controls 
I

TABLE 11-6 Framework for Audit of Data File Controls

Types of Errors and Fraud

a Destruction of stored data due to errors, hardware or softwale malflnctions, and inteDtional acts of
sabotage or vandalism

a Unauthorized modification or disclosure of stored data

Control Procedures

a Storage of data in a secue file library aIId restriction of physical access to data files
a Logical access conffols and an access control matrix
a Proper use offlle labels atrd write-protection mechanisms i'
a Concurrent update controls
a Data encryptiot for conlidential data
a Virus protection software
O Off-site backup ofall data files
a Checkpoint and rollback procedules to facilitaie system recovery

Audit Procedures: System Review

a Review documentation for file library operation : .=
a Review logical access policies and procedutes

a Review standards for virus protection, off-site data storage, and syltem rccovery procedures-1
O Review controls for concurent updates, data encryption, file conversion, and reconciliati,on of master

file totals with iDdependent control totals
a Examine disaster rccovery plan

a Discuss file control procedures with managers and oPelators

Audit Procedures: Tests of Controls

a Observe and evaluate file library operations
O Review records of passwold assignment and modification
a Observe and evaluate file-handling procedures by operations personnel

O Observe the preparatiol and off-site stomge of backup files
a Verify the effective use of virus prctection prccedrres
a Vedfy the use of concurent update controls and data encr,?tion
a Verify completeness, cudeDcy, and testing of disaster rccovery plans
a Reconcile master file totals with separately maintained control totals
a Observe the procedures used to control file conversion :
Compensating Controls
a Strong user and data ptocessing colrols
a Efrective computer secudty controls
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The auditine-bv-obiectives approach is a comprehensive' systematic' and effective means of

.rd;;;;; i;;i;ontrols. It can'be implemented using an audit procedures checklist for each

"U.i"",l""lrfr" "r,""Uist 
helps auditors reach a separate conclusion for each objective and sug-

ge"sts compensating control; as appropriate' Each of the six checklists should be completed for

!u"h signih"-t uplli"ution. 
I4li'l

aulit software

Computer-assisted auitit techniques (CAATS) refer to audit software ' oftet called generalized

idi iolt orc tCdS), that uses aucliror-supplied specifications.to Ceneraga prc"c.:1rl-11:-p^e:

forms audit functions, thereby automating or simplifying the audit process' Two of the most pop-

uf* ,oft**" pu"t nges are Audit Confioi Language (eCLl and Interactive Data Extraction and

ar"Gr OoEel. ieefs l, ideally suited for eiamining large data files to identify records

needing further audit scrutinY.-----ft? 
U.S. gor"-ment discovered that computer-assisted audit techniques are a valuable tool in

."ao"ing *ur""lu" r"deral budget deficits Thi software is used to identify fraudulent Medicare

"i4.. 
ira fiirpoirt excessive charges by defense contractors' The General Accounting Office

icaol.*"r""i,tt"d figures with the IRSLd discovered that thousands of veterans lied about their

irlo*" to q"aifv fo. peision benefits' Some 1 1 6,000 vetemns who received pensions based on need

aid noldisclose $338 miltion in income from savings' dividends' or rents' More than 13'600 under-

;;;;;Jj;;"' 
""e 

did rot rcport incom" of over $300'000 wteo the veterans Adminisration

iili ;;,til ;;"fi"iaries that their income would be verified with the IRs and the Social Securitv

ii#*irou,ion, p"n.i* rolls dropped by more than 13'000' at a savings of $9 million a month' The

il;;;;; ,t;'rh" tu-" syrt"*fo' 
"h"tking 

income levels of those applying for medical care lf

their incorne is found to be aboye a certain level, patients will be required to make copayments'

In another example, a new tax callector in a small New England town requested a tax audit'

Using CAAIS, tbe auditor accessed tax collection records for the prcvious four years' sorted

il,,,iil; ,;}il collections by month, and created a report of.monthly tax collections The

analvsis revealed that collections during January and July' thi two busiest months' had declined

;lil;;;;;;.;;';;;ii,"ir. e,ai.,J,l* ,,Ld cAArs to 
"o*pare 

each tax collection record

ffi;#;;;;"r: n,,.v il.,,iti"a **ral discrepancies' including one committed bv the for-

mer tax collector, who used another taxpayer's payment to covet het own delinquent tax bills'

The former tax collector was arested for embezzlement'

To use CAMS, auditors decide o[ audit objectives' learn about the frles and databases to

be audited, design the audit reporti and det"rmi"e how to produce them- This information is

recorded on specification sheets and entered into the system The CAATS program uses the

t;;;;;;;it ;."duce an auditing program' The program uses a copv of the company's live

data (to avoid intodu"ing uny ",o'i 
io p'"rform the auditing procedures and produce the spec-

ified audit reports. CAATS cannot replace the auditor's-judgment.or.free the auditor from other

ni"t* riAJ *0i,. For example, the auditor must still investigate items on exception reports'

verify hle totals against other sources of information' and examine and evaluate audit samples'
"- 

AAAfa are eipecially valuable for companies with complex processes' distdbuted opera-

tions, high transaction volumes, or a wide variety of applications and systems'
-----ii""ro 

o*ing ." some of the more important uses of CAAIS:

a Querying data files to retrieve records meeting specified criteria

o &atingl upaating, comparing, downloading, and merging files

a Summarizing, sorting, and flltering data

o e."""tting aiiu in di*erent formats and converting the data into a common format

o Examinitig records for quality, completeness, consistency' and correctness

r Stratifuini records, seleiting and analyzing statistical samples . ,

o i"tiirg tot tp""ific risks and identifying how tocontrol for that risk

i p"tf"ri"lrg ;d"rlations, statisticat analyses, and other mathematical operations

o Performing analytical tests, such as ratio and trend analysis' looking for unexpected or

unexplained data patterns that may indicate fraud
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a
a

Identifying financial leakage, policy noncompliance, and data processing errors
Reconciling physical counts to computed amounts, testing clerical accurly ofextensions
and balances, testing for duplicate items
Formatting and printing reports and documents
Creating electronic woik pup"r. 

]

a
a

OperationalAudits of an AIS

The techniques and procedures used in operational audits are similar to audits o/ info.-utinn
systems and financial statements. The basic difference is audit scope. An information sysrems

Summary and Case Conclusion

audit is confined to internal controls and a financial audit to systems output, whereas an'opera_
tional audit encompasses all aspects of systems management. in adclition, objectives of an oper_
ational audit include evaluating effectiveness, efhciency, and goal achievement.

- The first step in an operational audit is audit planning, during which the scope and objectives
of the.audit are established, a preliminary system review is perfJrmecl, and a tentative auiit pro-
gram is prepared. The next step, eyidence collection, includes the followilg activities:
a Reyiewing operating policies and documentation
o Confirming procedures with management and operating personnela Observing operating functions and acdvities
o Examining financial and operating plans artd reports
o Testing the accuracy of operatilg information
a Testing contols

. At the evidence evaluation stage, the auditor measures the system against one that follows the
best systems management principles. One important consideratlon is tiat the results of manage_
ment policies and practices are more significant than the policies and practices themselves. That is.if good results are achieved through policies and practices that ,." tt 

"or"ti.aty 
b.ir.i.;:';;;;

auditor must carefurly consider whether recommended improvements would substantiary irnprove
results. Auditors document thet findjngs and conclusions and cornmunicate them to management.

The ideal operational auditor has audit training and experience as well as a few yeari, expe-
,;ence in a managerial position. Auditors with strong audiiing backgrounds but weak manale-
nlent experience often lack the perspective necessary to underitaad tie management process.

Jason is trying to determine how his parallel simulation program gen"rated sales colr*irrio, ng-
ures that were higher than those generated_by Spp\ program. ielieving that this discrepanJy
meant there was a systematic error, he asked to review a copy of Spp,s program.

The program was lengthy, so Jason used a scanning routine to se-arch the code for occur_
rences of "40000," because that was the point at which the commission rate changes, according
to the new policy. He discovered a commission rate of 0.0g5 for sales in excess of 940,0001
whereas. the. p_olicy called for only 0.075. some quick calculations confirmed that this euor
caused the differences between the two programs.

Jason's audit manager met with the embarrassed development team, who acknowledged andcorected the coding error.
The audit manager called Jason to congratulate him. He informed Jason that the undetectedprogramming error would have cost oyer $100,000 per year in excess sales commissions. Jason

was grateful for the manager,s praise and took the opportunity to point out deficiencies irLthe
development team's programming practices. First, the commi;ion rate table was emuedaet in
the program code; good programming practice requires that it be stored in a separate table to be
used by the program when needed. Second, the incident called into question the quality of Spp,sprogram development and testing practices. Jason asked whether a more extensiye oDerational
audit of those practices was appropriate. The audit manager agreea it was ;;r,h;_r"ffi;;;
promised to raise the issue at his next meeting with North;esit director of intemal auditin!.
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AIS IN,ACT'ON
Chapter Ouiz

1. Which ofthe following is a characteristic of auditing?
a. Auditing is a systematic, step-by-step process.

b. Auditing involves the collection and review of evidence.
c. Auditing involves the use of established criteria to evaluate evidence.

d. AII ofthe above are characteristics of auditing.

2. Which of the following is NOT a reason an intemal auditor should participate in intemal

control reviews during the design of new systems?

a. It is more economical to design controls during the design stage than to do so later.

b. It eliminates the ne€d for testing contuols during regular audits.

c. It minirnizes the need for expensive modifications after the system is implemented.

d. It permits the design of audir trails while they are economical.

3. Which type of audit involves a review of general and application controls, with a focus on

determining whether there is compliance with policies and adequate safeguarding of
assets?

a. information systems audit c. operatiolal audit

b. financial audit d. compliance audit

4. At what step in the audit process do the concepts of reasonable assurance and materiality

enter into the auditor's decision process?

a. planning c. evidence evaluation

b. evidence collection d. tley are important in all thee steps.

5. What is the four-step approach to internal contol evaluation that provides a logical

framework for carrying out an audit?

a. inherent risk analysis c. tests ofcontrols
b. systems review d. risk-based approach to auditing

6. Which of the foltowing procedures is NOT used to detect unauthorized program changes?

a. source code comparison c. reprocessing

b. parallel simulation d. reprogramming code
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7. Which of rhe following is a concurrent audit technique that monito6 all hansactions and

"ott""ts 
d"ta on tt ore irat meet certain characteristics sPcified by the auditor?

a. integrated test facility
b. snapshot techniques

c. SCARF
d. audit hooks

9.

10.

8. Which of the follo*ing is a computer technique thatassists an auditor in undtrstanding

program logic by identifying all occurrences of specific variables? 
I

u. iruppiniprog.uin c' automated flowcharting

U. ptogrurn t u"ingl d' scaming routine

Which of the folloying is a computer program written especially for audit use?

a. GAS c. ITF
h- CATAS d. CIS

The focus of an operational audit is on which of the following?

a. reliability and integrity of flnancial information

b. all aspects of information systems management

c. intemal colltrols
d. safeguarding assets

Discussion Ouestions

11.1. Auditing an AIS effectively requires that an auditor have some knowledge of computers

and theii accounting appliiations. Howevet it may not be feasible for every auditor to be

a compuier expert. biscuss the extent to which auditors should possess computer expert-

ise in ordel to be effective audito$.

11.2- Should intemal auditors be members of systems development teams that\esign and

implement an AIS? WhY or why not?

ll.3.Berwicklndustriesisafast-glowingcorpolationthatmanufach'rresindustrialcontainers.
The company has a sophisticated AIS that uses advanced technology Berwick's

executiv;s haYe decided to pursue listing the company's securities on'a national stock

exchange, but they have been advised that their listing application would be stronger if

At present, no Berwick employees have auditiag experience To staff its new intArndt

audit function, Berwick could (a) train some of its computer specialists in auditigg'

(b) hire experienced auditors and train them to understand Berwick's information system'

("j or" 
" "ombinution 

of the first two approaches, or (d) try a different approich' Which

approach would You supPort, and why?

11.4. The assistant finance director for the city of Tirstin, Califomia, was fired after city ofE-

cials discovered that she had used her access to city computers to cancel her daughter's

$300 water bill. An investigation reYealed that she had embezzled a large sum of money

from Tustin over a long period. She was able to conceal the embezzlement for so long

because the amouut embizzled always fell within a 2% error factor used by the city's

intemalaudito$.WhatweaknessesexistedintheauditapProach?Howcouldtheaudit
plan be improved? What intemal contol weaknesses were present in the system? Should

T\rstin's internal auditors have discovered this fraud earlier?

11.5. Lou Goble, an intemal auditor for a large manufacturing enterprise, received an anony-

mous note from an assemblyline operator who has worked at the comPany's West Coast

factory for the Past 15 y"art. Th" not" indicated that there are some fictitious employels

on the payroll as well as some employees who have left the company' He offers no proof

o.nu*"a,Whut"o-prter-assistedaudittechniquecouldl-ouusetosubstantiateorrefute
the employee's claims? (CIA Examination, adapted)

I
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11.6. Explpin the four steps of the risk-based audit approach, and discuss how they apply to the

overall security of a company,

11.7. Compare aud contast the frameworls for auditing program develppment/acquisition and

for auditing Fogram modification. :

11.1. You are the director of intemal auditing at a unive$ity. Recently, you met with Issa Amita,

the manager of administrative data processing, and expressed the desirc to establish a more

effective interface between the two deparfinents. Issa wants your help with a new comput-

erized accounts payable system currently in development. He recommends that your

deparhnent assume line responsibility fol auditing suppliers' invoices prior to payment. He

also v,/ants intemal auditing to make suggestions during system development, assist in its

installation, and approve the completed system after making a final review.

Required
Woul6 you accept or reject each of the following? Why?

-a- The recommendation that your department be responsible for the preaudit of suppliers'

invoices
=' 

- b. The request that you make suggestions dudng system deYelopment

c. The request that you assist ill the installation of the system and approve the system

. after makipg a final review
( CIA Exatnination, adapte d)

11.2. As an intemal auditor for the Quick Manufactr.rring Company, you are participating in the

audit of the company's AIS. You have been reviewing the intemal conaols of the com-

puter system that processes most of its accounting applications. You have studied the

company'! extensive systems documentation. You have intewiewed the information sys-

tem manager, operations supervisor, and other employees to complete your standardized

computer intemal conttol questionnaire. You rePort to your supervisor that the company

has designed a successful set of comprehensive intemal controls into its computer sys-

tems. He thanks you for your efforts and asks for a summary report of your findings for
inclusion in a final overall report on accounting intemal conbols.

Required
Have you forgotten an important audit step? Explain. List five examples of specific audit

procedures that you might recommend before reaching a conclusion.

11.3. As an internal auditor, you have been assigned to evaluate the confols and operation of a

computer payroll system. To test the computer systems and programs, you submit inde-

pendently created test transactions with regular data in a normal production run'

Required
List four advantages and two disadYantages of this technique.
( C IA Examination, adapt ed)

11.4. You are involved in the audit of accounts receivable, which represent a significant portion

of the assets of a large retail corporation. Your audit Plan requires the use of the comPuter,

but you encounter the following reactions:

a. The computer operations manager says the company's computer is running at full
capacity for the foreseeable fuhre and that the auditor will not be able to use the sys-

tem for audit tests.

b. The scheduling manager suggests that your computer program be stored in the com-

puter program library so that it can be run when computer time becomes available.

c. You are refused admission to the computer room.

Problems
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d. The systems manager tells you that it will take too much time to adapt the auditor's
computea audit program to the computer's opemting system and that company pro-
grammers will write the progr'ams needed for the audit. 

I

Required
. For each situation, state how the auditor should proceed wirh [he accounts receivable

audit. (CIA Examination, adapred)

11.5. You are a manager for the CPA firm of Dewey. Cheatem. and]Howe (DC&H). While
reviewing your staff's audit work papers for the state welfare hgency, you find that the
test data approach was used to test the agency's accounting software. A duplicate pro-
gram copy, the welfare accounting data file obtained from the computer operations man-
ager, and the test tansaction data file that the welfare agency's programmers used when
the program was written were processed on DC&H's home office computer. The edit
summary report listing no errors was included in the working paperc, with a lotation by
the senior auditor that the test indicates good application contlols. You note that thq qual-
ity ofthe audit conclusions obtained from this test is flawed in several respects, and you
decide to ask your subordinates to repeat the test.

Required
Identify three existing or potential problems with the way this test was performed. For
each problem, suggest one or more procedurcs that might be performed during the
revised test to avoid flaws in the audit conclusions.

11,6. You are performing an information system audit to evaluate intemal controls in Aardvark
Wholesalers' (AW) computer system. From an AW manual, you have obtained the fol-
lowingjob descriptions for key personnel: 

_ -

Director of infomation systems: Responsible for defining the mission\of the infor-
mation systems division and for planning, staffing, and managing the IS
department.

Manager of systems development and. programming: Reports to director of informa-
tion systems. Responsible for managing the systems analysts ang programmeis
who design, program, test, implement, and maintain the data processing systems.
Also responsible for establishing and monitoring documentation standards. -

Mandger ofoperations. Reports to director of information systems. Responsible for '-
management of computer center operations, enforcement ofprocessing stand,+rds,

and systems programming, including implementation of operating system
upgrades.

Data entry supervisol.' Reports to manager ofoperations. Responsible for supervi-
sion of data enty operations and monitoring data preparation standa.rds.

Operations supervisor. Reports to manager of operations. Responsible for supervi-
sion of computer operations staff and monitoring processing standards.

Data control cLerk: Repofis to manager of operations. Responsible for logging and
distdbuting computer input and output, monitoring source data control procedures,
and custody of programs and data files.

Required
a. Prepare an organizational chart forAW's infomation systems division.
b. Name two positive and two negatiye aspects (ftom an intemal conkol standpoint) of

this organizational stucture. !
c. What additional infomatiol would you require before making a hnal judgment on the

adequacy of AW's separation of functions in the information systems division?

11.7. Robinson's Plastic Pipe Corporation uses a data processing system for inventory. The
input to this system is shown in Table I 1-7. You are using an input controls mafix to help
audit the source data controls.
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TABLE 11-7 Parts lnventory Transaction

. AUDITTNG COMPUTER.BASED INFORMATION SYSTEMS

File

Field Name Field Type

Item number
Description
Transaction date
Tmnsaction type
Documetrt number

Quantity
Unit cost

Numeric
Alphanumeric
Date
Alphanumeric
Alphanumedc
Numeric
Monetary

Required
hepare an input controls matrix using tlre format and input conkols shown in Figure 11-3;

however, replace the field uames shown in Figure 11-3 with those shown in Table 1l-7.
Place checks in the matrix cells that represent ilput contxols you might expect to find for
each freld.

11.8. As an internal auditor for the state auditor's office, you are assigned to review the imple-
mentation of a new computer system in the stale welfare agency. The agency is installing
an online computer systerh to maintain the state's database of welfare recipients. Under
the old system, applicants for welfare assistance completed a form giving their name,

- . address, and other personal data, plus details about their income, assets, dependents, and
" 

other data needed to establish eligibility. The data are checked by welfare examiners to
verify their authenticity; certify the applicant's eligibility for assistance, and determine the

form and amdunt of aid.
Under the new system, welfare applicants enter data on the agency's Web site or give

their data to clerks, who enter it using online terminals. Each applicant record has a

"pending" status until a welfare examiner can verify the authenticity of the data used to

determine.eligibility. When the verification is completed, the examiner changes the status

code to'hfproved." and the syslem calculates the aid amount.

Periodically, recipient circumstances (income, assets, dependents, etc.) change, and

the database is updated. Examiners enter these changes as soon as their accuacy is veri-

fied, and the system recalculates the recipient's new welfare benefit. At the end of each

month, payments are electronically deposited in the recipient's bank accounts.

Welfare assistance amounts to several hundred million dollars annually. You are con-

cemed about the possibilities of fraud and abuse.

Required
a. Desc be how to employ concurent audit techniques to reduce the risks of fraud aad

abuse.

b., Describe how to use computer audit software to review the work welfare examiners do

to verify applicant eligibility data. Assume that the state auditor's office has access to

other state and local government agency databases.

11.9. Melinda Robinson, the director of intemal auditing at Sachem Manufacturing Company,

believes the company should purchase software to assist ill the financial and procedural

audits her deparhnent conducts. Robinson is considering the following software packages:

. A generalized audit software package to assist in basic audit work, such as the

retrieval of live data from large computer files. The department would review this
information using conventional audit investigation techniques. The deparment could
perform criteria selection, sampling, basic computations for quantitative analysis,

record handling, graphical analysis, and Print output (i.e., confirmations).
. An ITF package that uses, monitors, and controls dummy test data processed by

existing programs. It also checks the existence and adequacy of data entry and pro-

cessing controls.
. A flowcharting package that gmphically presents the flow of information through a

system and pinpoints conftol stengths and weaknesses.
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. A parailel simulation and modeling package that uses actual data to conduct the same
tests using a logic program developed by the auditor. The package cal also be used

to seek answem to difficu audit problems (involving many comparisons) within sta-

I tistically acceptable confidence limits.
I

Required 
i

a. rWithout regard to any specific computer audir software. itentif] the general advan-

luges of using computer audit software.
b. Describe the audit purpose facilitated and the procedural steps followed when using

rthe following:

. Generalized audit software

. Integrated test facility

. Flowcharting

. Parallel simulation and modeling

( CMA Examination, adapted)

11.10. The fixed-asset master file at Thermo-Bond includes the following data items:

Asset number Date of retirement (99/9912099 for assets still in service)

Description Depreciation method code

Type code Depreciation rcte

Location code Usetul life (years)

Date of acquisition Accumulated depreciation at beginning of year

Original cost Yea.r-to-date depreciation

Required
Explain how generalized audit software can be used in a financial audit o! Thermo-
Bond's fixed assets.

11.11. You are auditing the financial statements of a cosmetics disffibutor that sells thousands

of individual items. The distributor keeps its inventory in its distribution center and in
two public warehouses. At the end of each business day, it updates'its inventory file,
whose records contain the following dat

Item number Cost per item

Item description Date of last puchase **
Quantity-on-hand Date of last sale

Item location Quantity sold during year

You will use audit software to examine inventory data as of the date of the distributor's
physical inventory count. You will perform the following audit procedures:

1. Observe the distributor's physical inventory count at year-eld and test a sample for
accuracy.

2. Compare the auditor's test counts with the inventory records.
3. Compare the company's physical count data with the inventory records.
4. Test the mathematical accuracy of the distributor's final inventory valuation.
5. Test inventory pricing by obtaining item costs from buye$, vendon, or other

sources.

6. Examine inventory purchase and sale transactions on or near the year-end date to 
-

verify that all tuansactions were recorded in the proper accounting period. :
7. Ascertain the propriety of inventory items located in public warehouses.
8. Analyze inventory for evidence of possible obsolescence.

9. Analyze inventory for evidence ofpossible oyerstocking or slow-moving items.
10. Test the accwacy of individual data items listed in the distributor's inventory master

file.
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Required
Describe how an audit software package and a copy of the inventory file can help you

perform each auditing procedure.

- 
(AICPA Examination, adapted) 

I

11:12. Which of the following should have the prim{ry responsibility to detect and correct

data processing erors? Explain why that funciion should have primary responsibility
and why the others should not.
a. The data processing manager I

b. The computer op"au,o, 
" I

c. The corporate controller
d. The independent auditor

( C PA Examination, adapt e d )

AIS IN ACTION SOLUTIONS
Quiz Key

1. Which of the following is a characteristic of auditing?

a. Auditing is a systematic, step-by-step process. (Incorrect. While this is true, it is not

the only correct answer)
b. Auditing involves the collection and review ofevidence. (Incoflect. While this is true,

it is not the only corect answer.)

c. Auditing invotves the use of established criteria to evaluate evidence. (Incorrect. While
this is true, it is not the only correct answer)

You-a-e performing a financial audit of the general ledger

accqunts of heston Manufacnuing. As transactions are processed,

summary joumal entries are added to the general ledger file at the

end of the day. At the end of each day, the general joumal file is
processed against the geneml ledger colrtrol file to compute a new

curreht balance for each account and to print a trial balance.

The following resources are available as you complete the

audit:

' Your fi 1m's 
generalized comprrter audit software

. A copy bf the generaljoumal file for the entire year

. A copy of the general ledger file as of fiscal year-end

(curent balance = year-end balance)
. A printout of Preston's year-end trial balance listing

the account number, account name, and balance of
each account on the general ledger control file

Create an audit program for Preston Manufactudng. For
each audit step, list the audit objectives and the procedures you

would use to accomplish the audit program step.
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) d. All of the above are chamcteristics of auditing. (Correct. Auditing is a systematic,

step-by-step process that involYes the collection and review of evidence and uses

established cdteria to evaluate evidence.)

2. Which of *re following is NOT a reuroo ul inr"-ul auditor should panicipate in intemal

control reviews durjng the design of new syptems?

a. It is more economical to design controls [uring the design stage than to do so later]

(Incorrect. Internal audit should participdte in intemal control reviews because it is]far

tess expensive to design controls during Systems design than to try and imPlement con-

trols after the system has been clesigned.) i

> b. It eliminates the need for testing controls during regular audits. (Corect. EYen if the

auditor participates in inlemal control reviews, the auditor will still have to test con-

hols to determine whether they are in place and working as intended.)

c. It minimizes the need for expensive modifications after the system is implemented.

(Incorrect. Intemal auditors should participate irr internal con ol reviews because it
reduces the likelihood of post-system-implementation modifications.)

d. It permits the design of audit kails while they are economical. (Incorrect. InterDal

auditors should participate in intemal control reviews because their panicipation in
systems design does facilitate the design of effective audit trails )

3. Which type of audit involves a review of general and application controls, with a focus

on detemining if there is compliance with policies and adequate safeguarding of
assets?

) a. information systems audit (Correct. An information systems audit reviews general and

application controls, with a focus on determining whether there is compliance with
policies and adequate safeguarding of assets.)

b. financial audit (Inconect. A financial audit examines the reliability of accounting

records.)
c. operational audit (Incorect. An operational audit is concemed with th! efficient use of

resources ald the accomplishment of entity objectives.)

d. compliance audit (Incorrect. A compliance audit is concemed with reviewing whether

an entity is meeting prescribed policies, rules, and laws.)

4. At what step in the audit process do the concepts of leasonable assuaice and materiality

enter into the auditq's decision process?

a. planning (Incorrect. Although materiality and reasonable assurance elter into thgaudi-

ior's decision process during planning, they are also important in other steps in the "

b, evidence collection (Incorect. Although materiality aid reasonable assUrqnce enter

into the auditor's decision process during eYidence collection, they are also important

in other steps in the audit process.)

c. evidence evaluation (Incorrect. Although materiality and reasonable assumnce enter

into the auditor's decision process during evidence evaluation, they are also imPortant

in other steps in the audit process.)

) d. They are important in all thrce steps. (Correct. Materiality and reasonable assurance

are important \vhen the auditor plans an audit and when the auditor collects ard evalu-

ates evidence.)

5. What is the four-step approach to interrlal contuol evaluation that provides a logical

framework for carrying out an audit?

a. inherent risk analysis (Incorect. Inherent risk is the susceptibility to material risk in

the absence of controls.)
b. systems review (Incorect. Systems review involves reviewing system documentatioJ

and interviewing appropdate personnel to detemine whether the necessary procedriies

are in place.)

c. tests of controls (Incorrect. Tests of colltlols are conducted to determine whether con-

tlol policies and procedures are satisfactority followed,) ,
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) d. risk-based approach to auditing (Correct. The risk-based audit approach is a

four-step approach to carrying out an audit. The four steps are determining threats,
identifying control procedures, evaluating control procedures, and evaluating
weaknesses.)

-6. Which ofthe following procedures js NOf usfd ro detect unauthorized program
' changes? 

I

a, soutce code comparison (Incorrect, Source code comparison is used to detect unautho-
rized program changes by thoroughly testing a newty developed program and keeping
a copy of its source code,)

b. parallel simulation (Incorrect. To use parallel simulation to detect unauthorized
program changes, an auditor writes a version of the program, reprocesses the
company's data, compares the results to the company's results, and investigates any
differences.)

c. reprocessing (Incorrect. To use reprocessing to detect unauthorized program changes,
the auditor verifies the integ ty of an application program, saves it, and on a surprise

. basis uses the program to reprocess data and compare that output with the company's
output.)

) d. reprogramming code (Correct. Reprogramming code is not used to test for unautho-
dzeA?rogmm changes.)

7. "Which of the following is a concurent audit technique that monitors all transactions and

=. collects data on those that meet ce ain characteristics specified by the auditor?
- a, integrated test facility (Inconect. An integrated test facility inserts a dummy company

or division into a computer system to test tmnsaction data without alTecting rcat data,)

.b. snapshot techniques (Incorrect. The snapshot technique records the content of both a
traosaction record and a related master file record before each processing step.)

) c. SCARF (Conect. System control audit review file is a concu[ent audit technique that
embeds audit modules into application software to monitor continuously all transac-
tion activity.)

d. audit hboks (Incorect. An audit hook is a concurrent audit technique that embeds
audit routines into application softwarc to flag certain kinds of transactions that might
be indicative of fraud.)

8. Which of the following is a computer technique that assists an auditor in understanding
program logic by identifyilg all occurences of specific variables?
a. mapping program (Incorrect. Mapping programs are activated during regular process-

ing and provide information about portions of the application program that were not
executed.)

b, program tracing (Incorrect. Program bacing is a technique used to determine applica-
tion program logic in order to test program controls.)

c. automated flowcharting (Incorrect. Automated flowcharting interprets source code and
. generates a flowchaft of that program.)

) d. scanning routine (Correct. Scanning routine software programs search for particular
variable names or specific characters.)

9. Which of the following is a computer program written especially for audit use?
) a. GAS (Corlect. Genemlized audit software is a software program wdtten especially for

audit uses, such as testing data files. Examples are ACL and IDEA.)
b. CATAS (Incorect. CAIAS has no meaning in infomation systems auditing.

Computer-assisted audit techniques (CAATS) is the name given to all computer-
assisted techniques used to audit computers.)

c. ITF (Incoffect. An integmted test facility places a small set offictitious records in
master files. Tmnsactions are processed for these records, and the actual and expected
results are compared. )

d. CIS (Inconect. Continuous and intermittent simulation embeds an audit module in a
DBMS that examines all transactions that update the database.)
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10, The focus of an operational audit is on which of the following?
a. reliability and iitegdty offinancial information (lacorrect. A firancial aufit examines

the reliability aod integrity of fnancial information.)
) b. all aspects ofinformation systems management (Corrcct. An operational audit is con-

cemed with alJ aspects of information s/stems management.)

c. intemal contols (Itrcorect. The focus o{ an operational audit is much broader thanjust
intemal conrols.) I

d. safeguarding asgets (Incorrect. The focus of an operational audit is mBch broader than
just the safeguarding of assets.)

\-


